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Executive Summary

Wastewater surveillance (WWS), which measures pathogen levels in wastewater, is vital to evaluate community-level
trends and can be used to complement traditional surveillance and interventions. During the COVID-19 pandemic,
CDC launched the National Wastewater Surveillance System to coordinate state, tribal, local, and territorial (STLT)
public health departments’ WWS programs. Until this point, WWS was not being coordinated at the national level. In
2021, 43 public health departments were using funds from CDC to support WWS activities, with a majority of them
reporting data to the National Wastewater Surveillance System. As a result of the COVID-19 pandemic response, the
use and visibility of wastewater surveillance for infectious disease expanded, illuminating and clarifying the ethical
dimensions of WWS in the process.

“Ethics” is sometimes seen as an abstract, difficult, or intimidating topic. By developing this framework,
ASTHO aims to bolster public health practitioners’ ability to engage in ethical analysis. This report focuses on
five ethical values: trust and trustworthiness; reciprocity; justice, equity, and fairness; common good; and
privacy. Ethical issues arise when values such as these are challenged or are in tension with each other. This
framework outlines questions practitioners can use to analyze a program or decision under consideration.

ASTHO, in consultation with public health ethics and wastewater surveillance subject matter experts from
academic institutions and CDC, developed this framework to support STLT health departments; federal public
health institutions; and implementing partners, including water utilities, in addressing ethical issues in WWS.
ASTHO developed this framework in direct response to recommendations from CDC’s Public Health Ethics
Committee to address the ethical concerns of privacy, stigma, and data stewardship in WWS. This framework is
also responsive to reports from a committee of the National Academies of Sciences, Engineering, and Medicine,
convened at CDC’s request, to review WWS for uses beyond COVID-19. In its reports the committee noted the
importance of addressing ethical dimensions of WWS.

This project included facilitating a discussion with the National Wastewater Surveillance System Centers of
Excellence, convening a workgroup, hosting an in-person workshop, and facilitating focus group discussions to
center the framework around perspectives and insights from the field. This framework is intended to be one
component of a larger ethics strategy that supports WWS ethics preparedness, and includes tools for ethical
analysis, case studies, and recommendations about strengthening public health ethics infrastructure.



https://nap.nationalacademies.org/catalog/27516/increasing-the-utility-of-wastewater-based-disease-surveillance-for-public-health-action
https://www.cdc.gov/nwss/centersofexcellence.html
https://www.cdc.gov/nwss/centersofexcellence.html

ASTHOReport

How was the framework developed?

This framework’s focus was informed by deliberations of the ASTHO-convened Ethical National Wastewater
Surveillance—Infectious Disease Workgroup (ENWS-ID Workgroup), composed of representatives from health
departments, academia, utilities, associations, and tribal health; focus group discussions with subject matter
experts; and review of the academic literature, technical reports, and policy documents. The framework is
grounded in public health ethics scholarship and existing public health ethics frameworks and guidance, including
APHA’s Public Health Code of Ethics and the World Health Organization Guidelines on Ethical Issues in Public
Health Surveillance.?

What is the purpose of the framework?

The framework aims to support U.S. STLT health departments, federal public health institutions, and WWS
implementing partners, including water utilities, in addressing ethical issues in WWS.

Who is the intended audience for the framework?

The framework is addressed to policymakers, health departments, implementing partners (including water
utilities) and other institutions and individuals involved in WWS for infectious diseases.

What is outside the scope of this framework?

The framework is focused solely on WWS for infectious diseases. WWS used for non-infectious disease public
health concerns, such as for monitoring licit and illicit substance use, may raise different ethical issues. (However,
while not the focus of this framework, this framework’s grounding in principles of public health ethics may provide
a foundation for addressing WWS for non-infectious disease public health concerns.) In addition, although ethical
issues often intersect with legal ones, including in WWS, the legal dimensions of WWS are outside the scope of
this framework.

How is the framework organized?

Part 1 provides background on the purpose and scope of the framework, outlines an applied public health ethics
approach to values-based ethical analysis and decision-making, discusses the critical role of community engagement
in addressing ethical issues, and introduces overarching ethical considerations in WWS in relation to assessing its
public health purpose and value. Part 2 describes and provides guidance on key ethical concerns of privacy, stigma,
and data stewardship, and provides recommendations about strengthening ethics infrastructure. Finally, the
framework includes four appendices. Appendix A contains case studies for discussion and skill-building in ethical
analysis; appendix B provides additional details about the process used to develop this document; appendix C
provides a quick guide to the framework; and appendix D describes and provides links to resources relevant to
ethical issues in WWS.
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Part 1

Introduction to Wastewater Surveillance in the U.S.

Encompassing a diverse set of goals and approaches, public health surveillance is “the ongoing, systematic collection,
analysis, and interpretation of health-related data with the a priori purpose of preventing or controlling disease or
injury, or of identifying unusual events of public health importance, followed by the dissemination and use of
information for public health action.”® This relationship to public health action provides the justification for doing
surveillance and gives rise to its complex ethical challenges.?*>

With an urgent need for additional surveillance methods in response to the COVID-19 pandemic, particularly
ones not reliant on access to or uptake of clinical testing, public health institutions turned to wastewater
surveillance (WWS) as a possible tool. WWS offers several potential advantages as a complement to other forms
of surveillance and epidemiological information: it does not rely on clinical testing, it may be cost- and time-
efficient, and it can be well-suited to detecting community-level epidemiological signals and trends.®”8 Scaling up
and expanding COVID-19 WWS required quickly assessing public health value and feasibility. This necessitated
rapidly establishing or strengthening new kinds of relationships between STLT health departments and water
utilities and also required building infrastructure and fostering collaboration at the local, state, and federal levels.
As part of this scale-up, in 2020 CDC established a National Wastewater Surveillance System to coordinate and
build capacity for U.S. COVID-19 wastewater surveillance.®

Most WWS in the U.S. involves collecting untreated wastewater samples (i.e., sewage and other “used”
water from sinks, showers, bathtubs, toilets, washing machines, and similar) collected from a common
drainage outlet (i.e., a sampling site—usually a wastewater treatment plant or a point on a sewage line)
to analyze the wastewater for chemical or biological markers of health-related conditions. %! Thus,
most WWS in the U.S. is restricted to samples from sewered areas.

Until the COVID-19 pandemic, using WWS to monitor infectious diseases was rare in the U.S. and focused on a
narrow range of pathogens. For that reason, the recent expansion of WWS has features of an emerging approach
or technology, including unresolved scientific issues and the need to better understand its dynamic social and
ethical implications.'? The impact of these qualities associated with emerging technologies may be heightened
when WWS is used in response to public health emergencies, for novel pathogens or conditions, and as rapidly
evolving technologies like machine learning create both new opportunities and (often, ethical) challenges.*34

As the use and visibility of WWS expanded, its ethical dimensions and the concerns from public health
policymakers, WWS implementing partners, and communities about access to its benefits and its potential for
harm have all come into greater focus.

During the COVID-19 pandemic, WWS proved to be an important tool for tracking emerging variants and
contributing information to public health policies and programs.> Using WWS data to provide timely, public-facing
information through dashboards was both another innovation and also something that raised ethical concerns
related to risk communication, privacy, and stigma.®’



ASTHOReport

As health departments gained experience from and built infrastructure for COVID-19 WWS surveillance,
confidence in WWS’ potential use for other infectious diseases grew. In a notable example, in October 2022, the
National Wastewater Surveillance System rapidly implemented mpox virus surveillance after mpox was detected in
the U.S. earlier in the same year. This use of WWS was important both as a strategy to help address a global
outbreak and as a demonstration of how WWS infrastructure developed during the COVID-19 pandemic could be
leveraged to address other public health emergencies. However, mpox WWS may have the potential to either
exacerbate stigma or help mitigate it, underscoring the importance of attending to its ethical dimensions and
engaging affected communities.1819:20.21,22,23

Ethics Preparedness and Infrastructure in Wastewater Surveillance

Although public health institutions and professionals regularly encounter ethical issues, they often face challenges
in addressing them and engaging in ethical analysis in ways that are both feasible and relevant to the contexts in
which they work.?* Ethics is sometimes seen as separate from routine public health work or as abstract, difficult,
or intimidating, and public health professionals may be confused about the knowledge, skills, and resources they
need to engage in ethical analysis and problem-solving. Ethics can wrongly be perceived as punitive, a checklist,
or predominantly the province of regulatory processes or bodies. In addition, public health institutions and
professionals are often short on time and other resources—also a source of ethical dilemmas—making it difficult
to engage in ethics preparedness.

As a result, ethical issues are sometimes only addressed when they become significant problems. Yet, investing in
ethics preparedness is not just about better addressing crises.?> Ethics preparedness reflecting strong ethics
infrastructure has power to help public health institutions and practitioners prevent problems, make and justify
decisions, improve policies and programs, and increase professional satisfaction and morale.

This framework is intended to be one component of a larger ethics strategy that supports WWS ethics
preparedness. It includes tools for ethical analysis, case studies, and recommendations about strengthening
public health ethics infrastructure.

Applied Public Health Ethics and Values

This framework is grounded in an applied public health ethics perspective. Public health ethics focuses on ethical
issues that emerge from the core features of public health, including its focus on population health, its emphasis
on prevention, its collection and use of health data, its recognition of the multidimensional nature of the
determinants of health, and its prioritization of health equity.?6?722° These features also make certain ethical
values particularly relevant in public health.?7:28

Surveillance and Informed Consent

As distinct from clinical medicine and human subjects research, individual informed consent is
not ethically required for many public health activities for interrelated ethical, practical, and
regulatory reasons.>3%31 One key reason is because the value of public health activities comes
from their large-scale application across populations. Not only would an informed consent
process for these large-scale activities be impractical, it would also jeopardize the population-
level benefits.
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For example, public health surveillance is generally low risk and can confer substantial benefits in
understanding and addressing disease spread. Requiring individual informed consent for surveillance
has the potential to do harm by preventing surveillance from being timely or done at all. However,
this creates heightened obligations to use and protect public health surveillance data in ways that
ensure access to its benefits but mitigate potential harms.

Values are beliefs and principles that come from what is especially important, significant, and meaningful

and help guide actions and decision making.2® Many professions, including public health, commit to a set of values
that provide a moral justification for their work, such as those found in the APHA Public Health Code of Ethics.!
This framework for WWS is oriented around five ethical values drawn from established approaches to public
health ethics and identified by the Ethical National Wastewater Surveillance—Infectious Disease (ENWS-ID)
Workgroup and WWS subject matter experts as particularly relevant to the WWS context. These include trust and
trustworthiness; reciprocity; justice, equity, and fairness; common good; and privacy. The table below discusses
these ethics values and the relevant governance and scientific values of accountability and transparency,
evidentiary standards, and data and resource stewardship.

Of these values, trust and trustworthiness are especially important for WWS. The COVID-19 pandemic may have
exacerbated the consequences of mistrust in public health and other institutions, which is longstanding and
shaped by structural inequality and injustices—both historical and contemporary— as well as current social and
political conditions.3? Public health institutions have a special responsibility to take actions to establish trust and
increase their trustworthiness by ensuring public health ethics values are central to public health policies and
programs’ design, implementation, and evaluation.323334



https://making.28
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Table 1. Public Health Ethics, Governance, and Scientific Values

Definition in Wastewater
Surveillance Context

Public Health Ethics Values

Providing confidence and assurance that WWS decisions
and practices are informed by the best available evidence
and that actions are in accord with stated public health
ethics principles and values.

Trust and trustworthiness

Providing public health benefits to the individuals and
Reciprocity communities whose data informs WWS or that are
burdened by WWS activities.

Ensuring that WWS’ benefits and potential harms are

Justice, ity, and fai - . . .
Ustice, equity, andtalrness distributed fairly and equitably across a population.

Accepting a shared responsibility to contribute to public
Common good health programs, like WWS, that create benefits and
contribute to health as a common good.

Ensuring that WWS data is safeguarded to maintain
Privacy anonymity and protect the privacy of individuals and
communities.

Governance and Scientific Values |

Ensuring that WWS programs’ purpose and intent,
anticipated public health actions, and findings are clearly
Accountability and transparency communicated to impacted communities, and that those
communities have an opportunity to engage with those
conducting WWS activities.

Seeking the best available evidence to initiate, continue,
Evidentiary standards modify, or discontinue a WWS program, and effectively
communicating uncertainties or incomplete information.

Upholding responsibilities to collect, analyze, and store
Data stewardship WWS data to safeguard the interests of individuals and
communities who contribute to it.

Using resources responsibly and advocating for increased
Resource stewardship investment in WWS capacity and infrastructure where
needed.
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Public Health Purpose and Public Health Value: Overarching Considerations in Wastewater Surveillance

Public health surveillance is an essential public health activity grounded in the values of trust and trustworthiness;
reciprocity; justice, equity, and fairness; common good; and privacy. It is distinct from other ways of learning about
the health of a community in two important ways. First, the ethical justifications for public health surveillance
depend on aligning its methods and goals with a legitimate and reasoned public health purpose.* Legitimate public
health purposes for surveillance include protecting, enabling, or enhancing well-being; reducing iliness and death;
increasing health care access; and reducing health inequities.? Health departments should clearly communicate a
surveillance program’s intent or purpose to the communities it will impact and should justify the program in terms
of its public health benefits to them. Further, health departments must feed the information gathered through
public health surveillance into public health action that’s intended to benefit the population from which the
information comes.* (Although not all the actions that will be taken from WWS data will be known in advance,
public health action is part of the ethical foundation of public health surveillance and part of what distinguishes it
from other activities that use wastewater data, such as scientific research.) %3

In this framework, alignment with a legitimate public health purpose is one dimension of public health value. The
purpose of a WWS program might be to reduce illness and death through early detection of changing disease
trends, but its public health value will depend on other factors that must be considered and weighed against each
other. For example, health departments must weigh the potential for stigmatization alongside the public health
benefits of WWS for the broader community.3®

The equity impacts of WWS are also related to public health value. In the United States, approximately 20% of
people live in unsewered locations, posing a challenge to equitably distributing WWS’ benefits.37:3839Since
unsewered communities may also experience other health-related disadvantages related to rurality and lack of
broad access to healthcare services, including clinical testing for certain infectious diseases, this challenge can
exacerbate existing health disparities. Distributing WWS'’ benefits is critical to assessing its public health value.

Another important consideration is that the value of WWS comes in part from its role in complementing other
ways of understanding population health, rather than as a standalone method. During a disease outbreak, for

example, WWS can be useful in providing early detection of a pathogen, leading to more clinical testing, which
can then inform evidence-based public health actions or policies like vaccination campaigns.

The public health value of a program is compromised when it does not align with a legitimate public health
purpose, including by pressures to pursue uses of wastewater data that are not aligned with a legitimate public
health purpose (including by government agencies, such as law enforcement).? These pressures can increase
when public health emergencies are politicized in ways that are inconsistent with good governance and public
health values.*® Addressing these challenges may require reevaluating potential risks and harms and whether
policies and practices (e.g., those related to data ownership) are sufficient to protect the public. In some
circumstances, the consequences of such pressures may compromise public health value to the extent that
WWS should not be initiated in the first place or should be discontinued if it’s already underway.
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Pathogen Prioritization

WWS is a flexible and nimble platform that can test for different pathogens in a single sample.
However, evaluating whether or not to include specific pathogens involves complex scientific,
ethical, and practical considerations, including trend classifications of detected pathogens needed
to warrant further action; whether there are effective public health actions an agency can take in
response to a pathogen detection; and how communities are likely to be positively or negatively
impacted when an agency prioritizes a specific pathogen. Public health institutions and scholars
have developed tools to guide WWS pathogen prioritization, but ethical issues are generally
implicit. Toro and colleagues, for example, outlined criteria for pathogen prioritization for the
2024 Olympic and Paralympic Games, including “analytic feasibility,” “relevance” to the [Olympic
or Paralympic] event, and “added value to inform public health decision making.” 4 Sheth et al
describe elements including “public health sensitivity impact level,” encompassing public health
threat, urgency to respond, and whether “internal and/or external communications associated
with a pathogen detection require special handling or routine reporting.” 4> Guidance for pathogen
prioritization, including CDC-developed tools, should explicitly identify potential ethical
considerations and include tools for ethical analysis in pathogen.

Community Engagement

Meaningful community engagement is integral to the success of public health policies, programs, and research,
including WWS. Both as a process and outcome, the goals of community engagement are ethical goals, including
acknowledging past harms, reducing the potential for current and future exploitation, and helping to ensure that
policy, program, and research goals respond to the needs, priorities, and circumstances of those most affected by
public health problems. 434445

There are various approaches to community engagement, reflective of different theoretical and methodological
orientations, as well as practical considerations and contexts in which it is conducted.*® While community
engagement can help address ethical issues associated with a specific public health problem or intervention,

it must be linked to broader trust-building objectives. Communities with the most significant mistrust or
vulnerability may be the most critical and challenging to engage. Building relationships and partnerships with,
and sometimes among, community members and leaders is crucial. As it is essential to just, equitable, and
effective WWS, public health institutions have obligations to and an interest in building the infrastructure,
expertise, and ongoing relationship and trust-building required for meaningful community engagement. While
financial support is important, successful community engagement also requires an investment of time,
commitment, respect, and compassion.*? It may also be useful to conduct formal research about communities’
knowledge of, attitudes toward, and concerns about WWS, including its ethical dimensions. It’s essential to
conduct such assessments in partnership with communities.


https://pubmed.ncbi.nlm.nih.gov/38994605/
https://pubmed.ncbi.nlm.nih.gov/38868902/
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Ethical Analysis for Wastewater Surveillance

Ethical issues arise when values are challenged or in tension with each other. Ethical reasoning and analysis are
processes of deliberating about the possible reasons for acting or deciding one way or the other and being able
to justify or give reasons for the resolution or way forward. %2829

This framework adopts a method of reasoning and analysis that proceeds by asking questions about the program or
decision under consideration. Responses to these questions are informed by the values described in the table above
and will help to determine the overall public health value of a WWS program.

Overarching Questions for Ethical Discussion and Analysis of Wastewater Surveillance Activities

Listed below are questions to discuss or consider that raise general ethical considerations for all WWS activities.
(Specific questions relating to privacy, stigma, and data stewardship are discussed in Part 2
of this framework.)

For each of these questions, consider the ethical, governance, and scientific values in Table 1.

e What are the public health goals of the WWS program or decision you are considering?

e What are the potential public health benefits of the WWS program or decision you are considering?
Who or what groups will benefit from the WWS program or decision you are considering?

e What are the potential harms of the WWS program or decision you are considering?
Who or what groups could be harmed by the WWS program or decision you are considering?

e What are the public health implications of not conducting the WWS program you are considering?

e Have affected communities had meaningful opportunities to provide input and raise concerns about the

WWS program or decision you are considering?
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Part 2

This part of the framework identifies three areas of ethical concern in WWS—privacy, stigma, and data
stewardship—that draw on the deliberations of the ENWS-ID Workgroup; focus group discussions with subject
matter experts; and review of academic literature, technical reports, and policy documents. The sections below
describe the ethical concerns raised by WWS in each of these areas, followed by questions to prompt discussion
and guide implementers and decision-makers through the process of ethical analysis relevant to their WWS
programs. The final section on public health ethics infrastructure makes recommendations to CDC to strengthen
applied public health ethics infrastructure, including in support of WWS implementers.

Privacy

Privacy is related to the ethical concept of respect for autonomy, and is expressed by protecting people’s
expectations that select information about themselves will not be shared with others.

Health information is often sensitive, and its disclosure (or concerns about its disclosure) can have negative
economic, social, or psychological consequences.*” Rules governing the protection of health information aim to
balance privacy interests with the broader social benefits of collecting health data, such as tracking disease and
reducing illness and death. While some intrusions on privacy may be necessary to generate these benefits,
institutions that collect health information are obligated, in return, to safeguard it. Public surveys of attitudes
about WWS suggest people are willing to give up some privacy to promote community health if they are confident
that government officials will protect their data privacy and confidentiality.*® For some, however, a lack of trust in
public health or other government institutions, often associated with historic and/or current injustice, may
heighten concern about the impact of potential privacy violations.3*3640

Cryptic Lineages

Sequencing pathogen genetic material in wastewater can inform understanding of pathogen
genetic change and its possible public health implications. During the height of the COVID-19
public health emergency, some sequencing efforts focused on the emergence of rare SARS-CoV-2
genetic lineages, different from those commonly circulating at the time. Certain lineages identified
through genetic sequencing had unclear origins and were thus deemed “cryptic lineages.”* Such
lineages merited scientific attention because their meaning for human health was uncertain.

Efforts to understand cryptic lineages and their public health significance raised concerns about
privacy, scale, and how to understand and communicate about findings characterized by
considerable scientific uncertainty. Some of the work on cryptic lineages involved upstream and
building-specific testing, in certain cases with the goal of individual identification by combining
WWS information with other data.>® During a period of understandable public anxiety about the
pandemic, media reports likely intensified privacy concerns.”>>%>2 While the public health intent
was to better understand disease, concerns about privacy and data communication highlight the
need to engage in effective public health communication and address ethical concerns early in
WWS programs.

10
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While we often think of privacy as an individual matter, relating to each person’s right to control and protect their
own information, it also applies to communities and groups. Like individuals, groups have an interest in controlling
and protecting health information about themselves. This protection can help to prevent the harms of exploitation
and stigmatization, which can pose more significant risks for groups that are already marginalized or
disenfranchised, and who may have experienced historical traumas or exploitations that inform their boundaries
around privacy.>3

Group privacy is highly relevant to WWS; because WWS data are pooled, they can reveal information about groups
of people (e.g., those living in a specific neighborhood or facility). Upstream sampling increases data granularity,
with the intent of focusing public health action on those most affected by a public health problem (for example, to
understand and address an outbreak occurring in a health facility). However, WWS can impact group privacy if
detecting certain pathogens results in a particular group or community being labeled as “diseased” or otherwise
stigmatized, especially when the group is already vulnerable to prejudice or marginalization.>*

WWS programs that collect data at a larger scale can minimize intrusions on privacy, since those data are less likely
to identify individuals or specific groups, but the public health purpose of WWS may require testing on a smaller
scale (for example, to address rural health disparities and promote data equity). >> However, smaller scale WWS,
because it may increase the risk of identifying individuals or groups, involves weighing considerations of justice,
equity, and fairness alongside potential privacy-related harms.>®

To protect privacy, it is essential to consider how WWS information is communicated and to whom. Building and
maintaining trust in WWS requires actively and intentionally engaging affected communities.3 Through
community engagement, health departments can mitigate group privacy concerns by providing transparent
communication about the goals and benefits of WWS, including the planned uses of the data.

Scale

Scale refers to the geographic boundaries or population size in which WWS sampling is conducted.
When WWS is conducted at a large scale, such as in a densely populated city, it is very difficult to
identify individuals using wastewater data alone. As the scale narrows to a smaller area or
population (for example, a health facility or school campus) the risks to privacy and concerns
about stigmatization may increase. Given these risks, WWS conducted at a smaller scale must be
justified in terms of a clear public health purpose and benefit to the community, such as early
public health action.?® This justification should be accompanied by timely, focused engagement
with affected communities. Nationwide surveys suggest that while there is a high level of public
support for WWS at a larger scale where anonymity can be preserved, levels of support are lower
for smaller, more specific locations, where concerns about privacy and stigmatization emerge.>”
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Questions for Ethical Analysis, Planning, and Decision-Making
Consider these questions in relation to your WWS program:

e  What risks does the WWS program raise for individual or group privacy?
e Does the scale of the program pose privacy risks? If so, what are those risks?
o If the scale poses privacy risks, is that scale necessary to achieve the public health purpose
of the program?
e How can your WWS program safeguard individual or group privacy?
o What challenges do you face in implementing those safeguards?
o What resources would help to support your program’s efforts to safeguard privacy?
e How can your WWS program safeguard individual or group privacy if data is shared, for example,
with researchers or private companies?
o How will you weigh privacy concerns against the potential public health benefits of sharing data?
0 What resources would help to support your program’s efforts to safeguard privacy when sharing data?
e How can your WWS program safeguard individual or group privacy if technological developments pose
privacy risks?
o How will you weigh privacy concerns against the potential public health benefits of technological
developments?
o What resources would help to support your program’s efforts to evaluate the privacy implications
of technological developments?
e How can findings from your WWS program be communicated in ways that safeguard privacy?
o How will you weigh privacy concerns against the potential benefits of publicly communicating
WWS findings?
o What resources would help to support your program’s public communication efforts?
e How can affected communities raise privacy concerns about your WWS program?
o What resources would help to support your program’s community engagement efforts?

Stigma

Stigma occurs when differences or perceived differences between individuals or groups, including disease status,
are deemed socially significant and undesirable. Stigma includes labeling, stereotyping, social exclusion, and status
loss.%8>° Stigmatized individuals or groups can be marginalized and devalued and experience discrimination and
harm. Specific groups may have experienced stigma associated with public health interventions, which can
heighten concerns about other public health activities, such as WWS.®0 Stigma negatively impacts people’s life
chances and has been linked to chronic stress, especially for disease-associated stigma.®! Structural stigma and
discrimination, experienced through societal-level conditions, are especially damaging to mental, physical, and
community health.526263 Disease-associated stigma can lead to worse health outcomes, in part because those
who experience or anticipate experiencing it may be more likely to delay or avoid seeking the care they need,
especially when it occurs in healthcare settings.®*%°
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In public health surveillance, stigmatization is a harm that can occur when individual or group privacy is not
protected or information is made public that links an individual or group with a disease, disease risk, or another
socially undesirable health condition.? Public health surveillance findings can lead to stigma if a disease or
outcome is linked to an individual or group. As with privacy concerns, health departments engaging in WWS
should carefully consider the scale of the surveillance program and how the data will be shared, as surveillance of
larger catchment areas may help avoid stigmatization of groups or communities.®® On the other hand, WWS
surveillance conducted at a larger scale may be less likely to detect differences among groups that might be
important for public health action. For example, in some cases, groups that are disproportionately impacted by
an infectious disease outbreak will require tailored public health action. Conducting surveillance at a smaller scale
can help to ensure these health needs are recognized, measured, and addressed.®

Disease-associated stigma can be exacerbated by knowledge gaps and misinformation. Anticipating and
addressing misinformation by understanding communities’ knowledge and beliefs is an essential aspect of WWS
planning. Strengthening relationships with community leaders to develop clear and informative public messaging
can help to reduce stigma for affected groups.®®

To mitigate stigma-related harms, WWS programs should ensure information and data are protected and carefully
communicated. Health promotion initiatives and other forms of affirmative health communication about the
disease or condition of focus can help to reduce stigma and promote positive healthcare experiences for impacted
communities.%

Questions for Ethical Analysis, Planning, and Decision-Making:

Consider these questions in relation to your WWS program. Note that many of the questions in the Privacy section
will also be relevant to stigma.

e What stigma-related risks or harms might be associated with or created by your WWS program?
o What challenges do you face in mitigating stigma-related risks or harms in your program?
o What resources would help to support your program’s efforts to mitigate stigma-related risks or
harms?
e Have affected communities identified stigma-related risks or harms associated with or created by your
WWS program?
o How will your WWS Program mitigate these risks or harms?
e How will public messaging strategies about your WWS program mitigate the risks of stigma for affected
communities, including risks associated with misinformation?
e How will you assess and mitigate potential stigma-related risks that may emerge because of changes to
your WWS program, such a new pathogen target?
e How can affected communities raise stigma-related concerns about your WWS program?
o What resources would help to support your program’s community engagement efforts?

Data Stewardship

Stewardship centers around the judicious use of limited or fragile resources in the interest of the common good.®”
Stewardship is framed by a set of value-based commitments operationalized into policies, processes, and

practices that require coordination and cooperation, specialized expertise, and resource investment. 686°
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Data stewardship applied to WWS includes the general concept of stewardship—being entrusted with something
valuable—applied to the ethical, regulatory, technical, and practical aspects of data governance and management
throughout the WWS data lifecycle. Stewardship also includes attention to potential uses and misuses of data. This
may include harms associated with not using the data for public health action or using the data beyond what was
initially intended. A “whole of WWS approach” —premised on the obligations and contributions of all those
engaged with WWS—will help ensure data collection, management, analysis, storage, and disposal align with
public health value, maximize benefits, mitigate harms, and advance data equity. (See Figure 1).707172

Figure 1: Equitable Actions Through the Data Life Cycle

o
CHEO
oAD

Recognize and define
systematic factors

Facilitate data Use equity mindedness
sovereignty for language and action
Create a shared Allow for cultural
Source: CDC Foundation. dataagreement ~™—__ = __—  modifications

Data stewardship is closely tied to physical sample stewardship. Residual archived samples of untreated
wastewater and/or nucleic acid extracts are valuable resources that can be used to improve wastewater
surveillance tools and generate additional data. Defined ownership, archiving, and use permissions for these
samples can help preserve privacy and trust, and prevent misuse of samples, in communities where wastewater
surveillance takes place. It will also be important to update physical sample stewardship plans, as scientific tools
and possible uses of wastewater surveillance change over time.

Data stewardship requires that those involved in WWS have the infrastructure and other resources to effectuate
stewardship. This infrastructure may include data, ethics, community engagement, or regulatory expertise;
investment in STLT data modernization; and tools like model data use agreements. It is crucial to identify who is
responsible for different aspects of WWS data stewardship and empower them to perform their roles. Resolving
questions of data ownership is critical to data stewardship, and data use agreements may help with this.
Concerted effort may be needed to understand and bridge different professional cultures, contexts, and incentives
pertaining to data, such as between public health institutions and commercial entities involved in WWS. Federal
public health institutions may have a distinct role in data stewardship, providing guidance on standards and
bringing a national focus and reach through funding, technical assistance, and convening power.”3

WWS stewardship and governance may require revision in response to technological change or function
expansion. Effective data stewardship must involve continual attention to and analysis of the ethical and other
implications of such changes.” The challenges and opportunities presented by and expertise needed to
understand and address the implications of the current, dynamic, data technology environment cannot be
underestimated. Those implications may be positive or negative, with the tradeoffs best evaluated in relation to
public health value.
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Function Expansion

Some potential uses of wastewater data, such as by law enforcement, are unrelated to public
health and can undermine trust in WWS and public health. Function expansion, sometimes
referred to as “function creep,” occurs when there is “an expansion of the purposes for which
wastewater data are used.”?® While function expansion can be consistent with ethical public
health surveillance, it is important to be vigilant about uses of the data that serve no public
health purpose and raise other ethical issues.”

WWS data stewardship requires meaningful engagement with communities. Communities must be empowered
to participate, which may require guidance on the technical aspects of data governance, collection, management,
and security to promote collaborative deliberation.”®

Tribal Data Stewardship and Sovereignty

Native American and Alaska Native tribes, tribal epidemiology centers, and tribe-serving
organizations are essential public health partners—including in WWS. WWS can provide Native
American and Alaska Native public health authorities important information to improve the health
of their communities. Tribal communities have expertise in human and environmental health, data
system design, and data sharing. WWS involving tribal communities must ground approaches to
data stewardship in tribal sovereignty and demonstrate trustworthiness, reciprocity, partnership,
and understanding of historical and recent injustices, including those related to the use of health-
related and other data from tribal communities.”>7®

Data sovereignty, the ability of indigenous peoples to control their own data, is an important

dimension of tribal sovereignty or self-governance.”” Respect for tribal data sovereignty entails ethical
obligations, which, when fulfilled, advance health equity and strengthen tribal and non-tribal public
health.”®72#%|n tribal communities, WWS data stewardship follows from data sovereignty and includes
tribal data ownership and proper attribution of data in any published uses.?! Data stewardship policies
and processes must be informed by participatory community engagement.
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Questions for Ethical Analysis, Planning, and Decision-Making

Consider these questions in relation to your WWS program:

o What ethical issues are present in the data lifecycle of your WWS program?
o What resources would help to support your program’s efforts to address these ethical issues?

e What data equity concerns, issues, or opportunities are present in data lifecycle of your WWS program?
o What resources would help to support your program’s efforts to advance data equity?
e What infrastructure, processes or agreements are necessary with those who have or are seeking access to
WWS data (e.g., commercial entities or researchers)?
o Has data ownership been addressed in a data use agreement?
o What resources would help to support your program’s efforts to address data access and
ownership?

e How can affected communities raise concerns about data stewardship or ownership in your WWS program?
o What resources would help to support your program’s community engagement efforts?

Wastewater Surveillance Public Health Ethics Infrastructure

WWS ethics infrastructure is dependent on and interrelated with public health ethics infrastructure. This
framework should be a catalyst for strengthening applied public health ethics infrastructure for WWS across CDC,
STLT health departments, water utilities, and other partners. This section makes recommendations to CDC about
ethics infrastructure because of CDC’s national leadership role in WWS and its obligations to advance ethical public
health in the interest of the common good.

Incorporating lessons from the COVID-19 pandemic, this moment is an opportunity to reassess and modernize
public health ethics infrastructure as a matter of workforce stewardship and one component of building trust with
all communities that public health serves. While CDC has made valuable contributions to public health ethics, at
CDC and many other applied public health institutions, political will, visible leadership commitment, and sustained
resources are needed to integrate ethics infrastructure into public health programs.®

Fundamentally, ethics infrastructure must be rooted in an organizational and professional culture in which ethics
is valued and understood as integral to public health success. It should be multifaceted, flexible, and accessible
across organizations and systems and may include education, consultation, guidance documents, advisory bodies,
communities of practice, staff exchanges, technical assistance, evaluation, and research. Centering
trustworthiness, ethics infrastructure in public health institutions and systems, particularly in government, should
include independent advisory bodies and other consultative processes empowered to provide transparent, expert,
and impartial guidance.
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“Advisory bodies and ethics consultation services offer excellent examples of previous efforts at ethics integration;
however, ethics should not be thought of as something that exists outside the established public health
infrastructure. Rather, the best public health policies are guided by and embody rigorous ethical standards at all
levels.” As the nation's public health agency with leadership responsibilities in WWS, CDC should consider taking
the steps outlined below to renew and strengthen public health ethics infrastructure for WWS.

Empower existing or hire new staff with public health ethics expertise to have leadership-level

7 influence in policy and programmatic decisions at CDC, including in WWS. These staff should be

Na visible CDC WWS ethics representatives to external organizations, including WWS implementing
partners and other government agencies.

Support an ongoing, systematic evaluation of assets and gaps in WWS ethics infrastructure, including

4
g

in STLT health departments—to inform strategic planning, and then commit funding and other
resources to put these plans into action.

Leverage the strengths of existing networks and funding mechanisms (e.g., WWS Centers of
Excellence) to strengthen ethics infrastructure by disseminating resources, expanding academic

%

partnerships, providing ethics education, promoting ethics consultation, establishing communities of
practice, and facilitating peer-to-peer technical assistance.

Integrate support for ethics-focused activities and evaluation in existing and new WWS-related funding.

Provide support for additional ethics programs, activities, or resources related to issues or contexts
that may raise distinct or complex ethical considerations, such as novel public health emergencies,
new technological developments, wastewater-based genomics, or data sovereignty and governance
in tribal communities.838

Conduct or fund research or evaluation relevant to WWS ethics (e.g., social science research focusing
on communities’ perspectives on the ethical dimensions of WWS).

Provide financial, technical, and logistical support for publicly facing ethics activities and resources at
CDC and in STLT health departments, including communications, education and training, deliberative
activities, and other forms of public and community engagement.

Convene or facilitate ethics advisory bodies informed by the recommendations of external advisory
bodies (such as the National Academies of Sciences, Engineering, and Medicine) or evaluations of assets
and gaps in WWS ethics infrastructure.®?> This should include assessing whether there is sufficient
ethics representation in existing ethics advisory bodies (such as the Board of Scientific Counselors).

> D> ON

Provide support for advisory structures, including at the national level, that include or are composed
of representatives from communities affected by WWS.

be
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Appendices

Appendix A: Case Studies

This section provides three case studies intended for ethical analysis. While informed by the methods used to
develop this framework, these case studies are hypothetical and fictional. The Overarching Questions for Ethical
Discussion and Analysis of WWS Activities and Table 1: Core Public Health Ethics, Governance, and Scientific
Values from Part 1 of this document provide tools for analyzing these case studies. The questions for ethical
analysis, planning, and decision-making in the privacy, stigma, and data stewardship sections in Part 2 will also
be useful in considering the ethical issues raised in the case studies. The cases can be explored individually or
discussed as a group and adapted to the needs of those using them. They do not have a predefined solution
(although your group may explore reasons for alternative courses of action).?8>Rather, they are intended to
engage participants in open-ended ethical analysis and deliberation.

Case Study 1

You are an epidemiologist working at a health department (HD) in a mid-sized city. Your role includes interpreting
WWS data and making recommendations about public health action. CDC recently issued a health advisory that
Pathogen Y is circulating at unprecedented levels in states adjacent to yours. Detectable in wastewater, Pathogen Y is
highly contagious and, while asymptomatic or mild in most, can lead to serious illness, particularly in young children,
older adults, and medically vulnerable people. Pathogen Y is vaccine-preventable, but vaccine uptake has declined,
contributing to more frequent outbreaks. While the HD does not routinely test for Pathogen Y in WWS, it has the
capacity to do so. Given the contagious nature of Pathogen Y, health officials decide to proceed with Pathogen Y
WWS, proposing targeted vaccination campaigns and other public health measures based on signals from
wastewater data. Increasing amounts of Pathogen Y are detected in wastewater from a neighborhood where many
new immigrants have settled. Previous engagement with communities in this neighborhood suggests mistrust of
government. There has also been expression of anti-immigrant sentiment directed toward the new immigrants on
social media, attracting media coverage. It is unclear how widespread this anti-immigrant sentiment is, but
community leaders are concerned. The team meets to decide what to do in response to the WWS data.

Case Study 2

You lead a health department (HD) wastewater surveillance program that monitors population trends in
respiratory illness. Despite resource constraints, your program has been recognized for its success, including in
building trust with the communities you serve. Recently, a private company has approached the HD with resources
you don’t have and a proposal to expand your program’s surveillance to include Pathogen Z, a virus transmitted by
mosquitoes. The company has a variety of commercial activities and is looking to expand its drug and diagnostic
development portfolio. There have been several locally acquired Pathogen Z cases in your area, but your capacity
for Pathogen Z and vector surveillance is limited. The company will contribute resources to fund Pathogen Z WWS
and a vector surveillance program. It requests that it retain access to some of the samples for future use. Through
its philanthropic arm, the company suggests it might be interested in funding health education and outreach to
affected communities, should Pathogen Z become a more significant public health concern locally. You have been
asked to advise HD leadership on this proposal.
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Case Study 3

You are on a team in a health department (HD) working on improving infectious disease surveillance coverage.

A recent increase in clinical presentations of disease Y (caused by pathogen Y; see Case Study 1) has emerged in
several different counties in your jurisdiction. K-12 schools have been especially impacted, with high absenteeism
rates among students and staff in some schools suspected to be a result of disease Y. With schools as a suspected
transmission hotspot, there is increasing pressure on the HD from the mayor’s office, school superintendents, and
community members, including the parents and guardians of school-aged children, to address disease Y
transmission.

HD leadership is leaning toward testing for pathogen Y in wastewater, including upstream sampling through
manhole- and facility-level sampling, focusing on K-12 schools. This upstream sampling “zooms in” on a specific
contributing community, whether a building, neighborhood, or group of neighborhoods within a larger
sewershed. This means that the wastewater signals are more directly connected to the smaller group, which can
allow for tailored public health interventions but may have increased risks related to privacy and stigma. There is
a lack of consensus among HD leadership about how best to make the information, particularly on upstream
sampling sites, useful for schools and others with an interest. The HD is also working to respond to inquiries from
the mayor, school superintendents, and parents about the possibility of making school-based information publicly
available on the HD’s dashboard. Some parents and school staff express concern about the impact of possible
school closures, including the interruption of school-based social services, such as meal provision.
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Appendix B: Additional Details about
Framework Inputs

CDC Wastewater Surveillance Centers Of Excellence Meeting

Centers of Excellence serve as regional leaders in WWS implementation and coordination. They develop and
conduct training and provide technical assistance to jurisdictions. From Jan. 30-31, 2024, CDC convened the WWS
Centers of Excellence in Atlanta. During this meeting, ASTHO and CDC staff facilitated discussions with meeting
participants about ethical concerns in WWS. Participants highlighted issues including scale, access to samples,
privacy, stigma, data stewardship, community engagement, transparency and trust, and communications.

Ethical National Wastewater Surveillance-Infectious Disease Workgroup

The Ethical National Wastewater Surveillance—Infectious Disease (ENWS-ID) Workgroup included representation
from health departments, academia, utilities, associations, and tribal health. From February-December 2024,
ASTHO hosted 7 virtual workgroup meetings focused on key ethical policy and programmatic considerations in
WWS. In addition, from May 14-15, 2024, ASTHO hosted an in-person ENWS-ID workshop in Atlanta that also
included representatives from academia, STLT health department, water utilities, and professional associations.
This workshop focused on developing the framework, including discussing and prioritizing values related to WWS,
sharing ethical dilemmas with peers, and analyzing WWS ethics case studies.

Focus Group Discussions

ASTHO conducted three focus groups in April 2024 related to ethical concerns in WWS. Participants included
individuals from academia and STLT health departments across the U.S. who were involved in implementing WWS.
Discussions elicited multiple ethical concerns about WWS.
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Appendix C: Quick Guide to this Framework

Overarching Questions and Values for Ethical Analysis of Wastewater Surveillance Programs

This framework identifies ethical values relevant for WWS and provides questions to guide ethical analysis of a WWS
program or decision. The values in Table 1 (page 5) are intended to inform responses to these questions and guide
assessment of the overall public health value of a WWS program (see p. 6). While ethical questions often do not have
“right” and “wrong” answers, values help in deliberating and giving reasons for a resolution or way forward.

For each question, consider how the ethical, governance, and scientific values in the table apply. Values that may
be especially applicable are listed beside each question, but others may be important depending on the program
or decision you are considering.

Table 2: Appendix C - Questions and Values

Questions Relevant Values

What are the public health goals of the WWS

. . Common good; evidentiary standards
program or decision you are considering? g00d; y

What are the potential public health benefits of
the WWS program or decision you are
considering? Who (or what groups) will benefit
from the WWS program or decision you are
considering?

Reciprocity; justice, equity, and
fairness; common good

What are the potential harms of the WWS
program or decision you are considering? Trust and trustworthiness; justice, equity,
Who (or what groups) could be harmed by the and fairness

WWS program or decision you are considering?

What are the public health implications of not
conducting the WWS program you are
considering?

Trust and trustworthiness; common good;
resource stewardship

Have affected communities had meaningful
opportunities to provide input and raise concerns Trust and trustworthiness; accountability
about the WWS program or decision you are and transparency

considering?
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Table 3: Appendix C - Approaches to Addressing Ethical Concerns in Wastewater Surveillance

These ethical concerns and additional approaches are described in more detail in Part 2 of the framework.

Ethical Concern Summary and Approaches

WWS can impact individual or group privacy if it reveals information that
potentially identifies or stigmatizes them.

WWS conducted at a smaller scale may present greater risks to privacy
Privacy and must be justified by a clear public health purpose.

e Approaches include community engagement, public communication about
the goals and benefits of a WWS program, and evaluating WWS scale and
its privacy implications.

Stigma occurs when an individual or group’s privacy is not protected or

WWS information links an individual or group to a specific disease. Stigma

can lead to bias and discrimination and harm to mental, physical, and

. mmunity health.

Stigma community healt

e Approaches include affirmative health communication about programs or
pathogen targets; strengthening relationships with community leaders; and
ensuring information and data are protected.

Data stewardship includes collecting, using, sharing, and storing WWS

data for public health benefit. It requires attention to potential uses and

misuses of the data, including harms associated with not using the data

or using it beyond what was initially intended.

Data stewardship

e Approaches include addressing data ownership through data use
agreements; community engagement with specific attention to data
stewardship issues; incorporating data equity principles to identify and
address health inequities.
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Appendix D: Additional Resources

Table 4: Appendix D - Additional Resources

Resource

Ada Lovelace Institute | Participatory data
stewardship: A framework for involving people
in the use of data

Where to Find

https://www.adalovelaceinstitute.org/report/p
articipatory-data-stewardship/

American Association of Medical Colleges |
The Principles of Trustworthiness Toolkit

https://www.aamchealthjustice.org/our-
work/trustworthiness/trustworthiness-toolkit

American Public Health Association |
Public Health Code of Ethics

https://www.apha.org/-
/media/files/pdf/membergroups/ethics/code o

f ethics.ashx

Centers for Disease Control and Prevention |
Public Health Ethics webpage

https://www.cdc.gov/scientific-
integrity/php/public-health-ethics/index.html

Centers for Disease Control and Prevention |
Principles of Community Engagement
(Second Edition)

https://www.atsdr.cdc.gov/community-
engagement/php/about/index.html

CDC Foundation | Principles for Using Public
Health Data to Drive Equity

https://www.cdcfoundation.org/data-equity-
principles?inline

The Community Tool Box | Toolkits

https://ctb.ku.edu/en/toolkits

National Academy of Medicine | Assessing
Meaningful Community Engagement

https://nam.edu/programs/value-science-
driven-health-care/assessing-meaningful-
community-engagement/

The National Academies of Sciences,

Disease Surveillance for Public Health Action

Engineering, and Medicine | Wastewater-based

https://nap.nationalacademies.org/catalog/267

67/wastewater-based-disease-surveillance-for-
public-health-action

The National Academies of Sciences,
Engineering, and Medicine | Increasing the
Utility of Wastewater-based Disease
Surveillance for Public Health Action:

A Phase 2 Report

https://nap.nationalacademies.org/catalog/275

16/increasing-the-utility-of-wastewater-based-
disease-surveillance-for-public-health-action

World Health Organization | Guidelines on
Ethical Issues in Public Health Surveillance

https://www.who.int/publications/i/item/9789
241512657

23


https://www.adalovelaceinstitute.org/report/participatory-data-stewardship/
https://www.adalovelaceinstitute.org/report/participatory-data-stewardship/
https://www.aamchealthjustice.org/our-work/trustworthiness/trustworthiness-toolkit
https://www.aamchealthjustice.org/our-work/trustworthiness/trustworthiness-toolkit
https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
https://www.cdc.gov/scientific-integrity/php/public-health-ethics/index.html
https://www.cdc.gov/scientific-integrity/php/public-health-ethics/index.html
https://www.atsdr.cdc.gov/community-engagement/php/about/index.html
https://www.atsdr.cdc.gov/community-engagement/php/about/index.html
https://www.cdcfoundation.org/data-equity-principles?inline
https://www.cdcfoundation.org/data-equity-principles?inline
https://ctb.ku.edu/en/toolkits
https://nam.edu/programs/value-science-driven-health-care/assessing-meaningful-community-engagement/
https://nam.edu/programs/value-science-driven-health-care/assessing-meaningful-community-engagement/
https://nam.edu/programs/value-science-driven-health-care/assessing-meaningful-community-engagement/
https://nap.nationalacademies.org/catalog/26767/wastewater-based-disease-surveillance-for-public-health-action
https://nap.nationalacademies.org/catalog/26767/wastewater-based-disease-surveillance-for-public-health-action
https://nap.nationalacademies.org/catalog/26767/wastewater-based-disease-surveillance-for-public-health-action
https://nap.nationalacademies.org/catalog/27516/increasing-the-utility-of-wastewater-based-disease-surveillance-for-public-health-action
https://nap.nationalacademies.org/catalog/27516/increasing-the-utility-of-wastewater-based-disease-surveillance-for-public-health-action
https://nap.nationalacademies.org/catalog/27516/increasing-the-utility-of-wastewater-based-disease-surveillance-for-public-health-action
https://www.who.int/publications/i/item/9789241512657
https://www.who.int/publications/i/item/9789241512657

ASTHOReport

References

L APHA. “Public Health Code of Ethics.” https://www.apha.org/-
/media/files/pdf/membergroups/ethics/code of ethics.ashx. Accessed 6-13-2024.

2 World Health Organization. “WHO Guidelines on Ethical Issues in Public Health Surveillance.”
https://iris.who.int/bitstream/handle/10665/255721/9789241512657-eng.pdf?sequence=1. Accessed 6-13-2024.

3 Lee LM. Public Health Surveillance: Ethical Considerations. The Oxford Handbook of Public Health Ethics.
Published online March 14, 2019:319-330. d0i:10.1093/oxfordhb/9780190245191.013.28

4 Lee LM, Thacker SB. “Public health surveillance and knowing about health in the context of growing sources of
health data.” Am J Prev Med. 2011. 41(6):636-640. doi:10.1016/j.amepre.2011.08.015

> Fairchild AL, Dawson A, Bayer R, et al. “The World Health Organization, Public Health Ethics, and Surveillance:
Essential Architecture for Social Well-Being.” Am J Public Health. 2017. 107(10):1596-1598.
doi:10.2105/ajph.2017.304019

® National Academies of Sciences, Engineering, and Medicine. Wastewater-based Disease Surveillance for Public
Health Action. Washington, DC: National Academies Press. 2023. doi:10.17226/26767

7 CDC. Wastewater surveillance: a new frontier for public health.” https://www.cdc.gov/advanced-molecular-
detection/php/success-stories/wastewater-surveillance.html. Accessed 6-13-2024.

8 Parkins MD, Lee BE, Acosta N, et al. “Wastewater-based surveillance as a tool for public health action: SARS-CoV-
2 and beyond.” Clin Microbiol Rev. 2024. 37(1). doi:10.1128/cmr.00103-22

® Adams C, Bias M, Welsh RM, et al. “The National Wastewater Surveillance System (NWSS): From inception to
widespread coverage, 2020-2022, United States.” Sci Total Environ. 2024. 10:924:171566.
doi:10.1016/j.scitotenv.2024.171566

10U.S. Geological Survey. “Wastewater treatment water use.” https://www.usgs.gov/special-topics/water-
science-school/science/wastewater-treatment-water-use. Accessed 8-17-2024.

11CDC Archives. “Developing a Wastewater Surveillance Sampling Strategy.”
https://archive.cdc.gov/#/details?url=https://www.cdc.gov/nwss/sampling.html. Accessed 6-14-2024.

12 Kendal E. “Ethical, Legal and Social Implications of Emerging Technology (ELSIET) Symposium.” J Bioeth Inq.
2022. 19(3):363-370. doi:10.1007/s11673-022-10197-5

13 Salerno J, Knoppers BM, Lee LM, et al. “Ethics, big data and computing in epidemiology and public health.” Ann
Epidemiol. 2017. 27(5):297-301. d0i:10.1016/j.annepidem.2017.05.002

14 Mooney SJ, Pejaver V. “Big data in public health: terminology, machine learning, and privacy.” Annu Rev Public
Health. 2018. 39(1):95-112. doi:10.1146/annurev-publhealth-040617-014208

15 Gupta P, Liao S, Ezekiel M, et al. “Wastewater genomic surveillance captures early detection of Omicron in
Utah.” Microbiol Spect. 2023. 11(3). doi:10.1128/spectrum.00391-23

6 Naughton CC, Holm RH, Lin NJ, et al. “Online dashboards for SARS-CoV-2 wastewater data need standard best
practices: An environmental health communication agenda.” J Water Health. 2023. 21(5):615-624.
doi:10.2166/wh.2023.312

24


https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
https://www.apha.org/-/media/files/pdf/membergroups/ethics/code_of_ethics.ashx
https://iris.who.int/bitstream/handle/10665/255721/9789241512657-eng.pdf?sequence=1
https://www.cdc.gov/advanced-molecular-detection/php/success-stories/wastewater-surveillance.html
https://www.cdc.gov/advanced-molecular-detection/php/success-stories/wastewater-surveillance.html
https://www.usgs.gov/special-topics/water-science-school/science/wastewater-treatment-water-use
https://www.usgs.gov/special-topics/water-science-school/science/wastewater-treatment-water-use
https://archive.cdc.gov/#/details?url=https://www.cdc.gov/nwss/sampling.html
https://doi:10.1093/oxfordhb/9780190245191.013.28

ASTHOReport

7 Hill D, Dunham C, Larsen DA, et al. “Operationalizing an open-source dashboard for communicating results of
wastewater-based surveillance.” MethodsX. 2023. 11:102299. doi:10.1016/j.mex.2023.102299

18 Adams C, Kirby AE, Bias M, et al. “Detecting MPOX cases through wastewater surveillance — United States,
August 2022—May 2023.” MMWR Morb Mortal Wkly Rep. 2024. 73(2):37-43. doi:10.15585/mmwr.mm7302a3

19 Wolfe MK, Yu AT, Duong D, et al. “Use of wastewater for MPOX outbreak surveillance in California.” New Engl J
Med. 2023. 388(6):570-572. doi:10.1056/nejmc2213882

20 Kota KK, Hong J, Zelaya C, et al. “Racial and ethnic disparities in MPOX cases and vaccination among adult males
— United States, May—December 2022.” MMWR Morb Mortal Wkly Rep. 2023;72(15):398-403.
doi:10.15585/mmwr.mm7215a4

21 Foulkes D, Kittner A, Korban C, et al. “Using wastewater surveillance for mpox as a complement to traditional
case-based reporting — Chicago, March—June 2023.” Environ Int. 2024. 190:108749.
doi:10.1016/j.envint.2024.108749

22 World Health Organization. “Risk communication and community engagement public health advice on
understanding, preventing and addressing stigma and discrimination related to MPOX.”
https://cdn.who.int/media/docs/default-source/documents/emergencies/final-rcce-interim-guidance-on-using-
inclusive-language-to-address-stigma-and-discrimination-1-september-

2022.pdf?sfvrsn=b5749547 13&download=true. Accessed 9-10-2024.

23 National Academies of Sciences, Engineering, and Medicine. “Increasing the Utility of Wastewater-based
Disease Surveillance for Public Health Action: A Phase 2 Report.” doi:10.17226/27516

%4 Lee LM. “Public Health Ethics Theory: Review and Path to Convergence.” J Law Med Ethics. 2012. 40(1):85-98.
doi:10.1111/j.1748-720x.2012.00648.x

25> Samuel G, Ballard LM, Carley H, et al. “Ethical preparedness in health research and care: the role of behavioural
approaches.” BMC Med Ethics. 2022. 23(1). doi:10.1186/s12910-022-00853-1

%6 Ortmann LW. “Defining public health ethics for practitioners.” In: Narrative Ethics in Public Health: The Value of
Stories. Vol 7. Springer; 2022:3-22. doi:10.1007/978-3-030-92080-7_1

27 Gostin LO, Powers M. “What does social justice require for the public’s health? Public health ethics and policy
imperatives.” Health Aff (Millwood). 2006. 25(4):1053-1060. doi:10.1377/hlthaff.25.4.1053

2 Ortmann LW, Barrett DH, Saenz C, et al. “Public Health Ethics: Global cases, practice, and context.” In: Public
Health Ethics Analysis. 2016:3-35. doi:10.1007/978-3-319-23847-0_1

2 Childress JF, Faden RR, Gaare RD, et al. “Public health ethics: Mapping the terrain.” J Law Med Ethics. 2002.
30(2):170-178. doi: 10.1111/j.1748-720x.2002.tb00384.x.

30 Lee LM, Heilig CM, White A. “Ethical justification for conducting public health surveillance without patient
consent.” Am J Public Health. 2011. 102(1):38-44. doi:10.2105/ajph.2011.300297

31 U.S. Department of Health and Human Services. “Activities deemed not to be research: public health
surveillance 2018 requirements.” https://www.hhs.gov/ohrp/regulations-and-policy/requests-for-
comments/draft-guidance-activities-deemed-not-be-research-public-health-surveillance/index.html. Accessed 9-
24-2024.

25


https://cdn.who.int/media/docs/default-source/documents/emergencies/final-rcce-interim-guidance-on-using-inclusive-language-to-address-stigma-and-discrimination-1-september-2022.pdf?sfvrsn=b5749547_13&download=true
https://cdn.who.int/media/docs/default-source/documents/emergencies/final-rcce-interim-guidance-on-using-inclusive-language-to-address-stigma-and-discrimination-1-september-2022.pdf?sfvrsn=b5749547_13&download=true
https://cdn.who.int/media/docs/default-source/documents/emergencies/final-rcce-interim-guidance-on-using-inclusive-language-to-address-stigma-and-discrimination-1-september-2022.pdf?sfvrsn=b5749547_13&download=true
https://www.hhs.gov/ohrp/regulations-and-policy/requests-for-comments/draft-guidance-activities-deemed-not-be-research-public-health-surveillance/index.html
https://www.hhs.gov/ohrp/regulations-and-policy/requests-for-comments/draft-guidance-activities-deemed-not-be-research-public-health-surveillance/index.html

ASTHOReport

32 Best AL, Fletcher FE, Kadono M, et al. “Institutional Distrust among African Americans and Building
Trustworthiness in the COVID-19 Response: Implications for Ethical Public Health Practice.” J Health Care Poor
Underserved. 2021. 32(1):90-98. d0i:10.1353/hpu.2021.0010

33 Warren RC, Forrow L, Hodge DA, et al. “Trustworthiness before Trust—Covid-19 Vaccine Trials and the Black
Community.” N Engl J Med. 2020. 383(22):e121. doi:10.1056/nejmp2030033

34 Taylor LA, Solomon MZ, Kaebnick GE. “Trust in health care and Science: toward common ground on key
concepts.” Hastings Cent Rep. 2023. 53(S2). doi:10.1002/hast.1517

3 Lee LM. “An ethics for public health surveillance.” Am J Bioeth. 2020. 20(10):61-63.
doi:10.1080/15265161.2020.1806382

36 Bowes DA, Darling A, Driver EM, et al. “Structured ethical review for wastewater-based testing in support of
public health.” Environ Sci Technol. 2023. 57(35):12969-12980. doi:10.1021/acs.est.3c04529

37.CDC Archives. “A Double Dose of Trouble.”
https://archive.cdc.gov/#/details?archive url=https://archive.cdc.gov/www cdc gov/coronavirus/2019-
ncov/communication/responder-stories/santibanez.html. Accessed 8-23-2024.

3 yu Q, Olesen SW, Duvallet C, et al. “Assessment of sewer connectivity in the United States and its implications
for equity in wastewater-based epidemiology.” PLOS Glob Public Health. 2024. 4(4):e0003039.
doi:10.1371/journal.pgph.0003039

39 Mello MM, Meschke JS, Palmer GH. “Mainstreaming wastewater surveillance for infectious disease.” N Engl J
Med. 2023. 388(16):1441-1444. doi:10.1056/nejmp2301042

40 Samet J, Brownson RC. “Reimagining Public Health: Mapping A Path Forward.” Health Aff (Millwood). 2024.
43(6):750-758. doi:10.1377/hlthaff.2024.00007

41 Toro L, De Valk H, Zanetti L, et al. “Pathogen prioritisation for wastewater surveillance ahead of the Paris 2024
Olympic and Paralympic Games, France.” Euro Surveill. 2024. 29(28). doi:10.2807/1560-
7917.e5.2024.29.28.2400231

42 Sheth K, Domakonda K, Short K, et al. “A novel framework for internal responses to detection of pathogens in
wastewater by public health agencies.” Public Health Rep. 2025. 140(1):22-31. doi:10.1177/00333549241253787

43 palmer-Wackerly AL, Krok JL, Dailey PM, et al. “Community Engagement as a Process and an Outcome of
Developing Culturally Grounded Health Communication Interventions: An Example from the DECIDE Project.” Am
J Community Psychol. 2014. 53(3-4):261-274. doi:10.1007/s10464-013-9615-1

44 Reynolds L, Sariola S. “The ethics and politics of community engagement in global health research.” J Crit Public
Health. 2018. 28(3):257-268. doi:10.1080/09581596.2018.1449598

4 Pratt B. “Social justice and the ethical goals of community engagement in global health research.” J Bioeth Ing.
2019. 16(4):571-586. doi:10.1007/s11673-019-09948-8

46 Cassetti V, Powell K, Barnes A, et al. “A systematic scoping review of asset-based approaches to promote health
in communities: development of a framework.” Glob Health Promot. 2019. 27(3):15-23.
do0i:10.1177/1757975919848925

4 Gostin L. “Health care information and the protection of personal privacy: ethical and legal considerations.” Ann
Intern Med. 1997. 127(8_Part_2):683. doi:10.7326/0003-4819-127-8 part_2-199710151-00050

26


https://archive.cdc.gov/#/details?archive_url=https://archive.cdc.gov/www_cdc_gov/coronavirus/2019-ncov/communication/responder-stories/santibanez.html
https://archive.cdc.gov/#/details?archive_url=https://archive.cdc.gov/www_cdc_gov/coronavirus/2019-ncov/communication/responder-stories/santibanez.html

ASTHOReport

48 Laloie AS, Holm RH, Anderson LB, et al. “Nationwide public perceptions regarding the acceptance of using
wastewater for community health monitoring in the United States.” PLoS ONE. 2022. 17(10):e0275075.
doi:10.1371/journal.pone.0275075

4 Smyth DS, Trujillo M, Gregory DA, et al. “Tracking cryptic SARS-CoV-2 lineages detected in NYC wastewater.”
Nat Commun. 2022. 13(1). d0i:10.1038/s41467-022-28246-3

0 Rosenbaum L. “Scientists are trying to find a mystery person in Ohio who has a new kind of COVID and is
shedding it into the sewage.” Business Insider. June 10, 2023.
https://url.us.m.mimecastprotect.com/s/rYEfC73XoOiAKrWxcBiyFornw-?domain=businessinsider.com. Accessed
9-10-2024.

51 Graziosi G. “Scientists are searching for mystery patient with new type of Covid.” The Independent. June 9,
2023. https://url.us.m.mimecastprotect.com/s/JzvcC689n2crvRGAs6hJF5boKH?domain=independent.co.uk.
Accessed 9-10-2024.

2 Shaheen M. Cryptic Covid strains found in 13 states, including California, New York.” Mail Online. May 1, 2023.
https://url.us.m.mimecastprotect.com/s/_bgHC82EpOc60mwZtMs0OFy8z)JO?domain=dailymail.co.uk. Accessed 9-
10-2024.

53 Nainani D, Ng WJ, Wuertz S, et al. “Balancing public health and group privacy: Ethics, rights, and obligations for
wastewater surveillance systems.” Water Res. 2024;258:121756. doi:10.1016/j.watres.2024.121756

>4 Kwiatkowska R, Ruhaak A, Kasprzyk-Hordern B, et al. “Wastewater-based epidemiology and group privacy: the
elephant in the sewer?” Published online December 8, 2021. doi:10.31219/0sf.io/q8rcd

5 Noppert GA, Zalla LC. “Who counts and who gets counted? Health equity in infectious disease surveillance.” Am
J Public Health. 2021. 111(6):1004-1006. doi:10.2105/ajph.2021.306249

6 Cowger TL, Sharp MT, Hart JD, et al. “Implementation of Neighborhood-Level Wastewater-Based Epidemiology
to measure and mitigate inequities in SARS-COV-2 infection in Boston, Massachusetts.” Am J Public Health.
114(11):1217-1221. doi:10.2105/ajph.2024.307749

> Holm RH, Anderson LB, Ness HD, et al. “Towards the outbreak tail, what is the public opinion about wastewater
surveillance in the United States?” J Water Health. 2024. 22(8):1409-1418. doi:10.2166/wh.2024.074

%8 Best RK, Arseniev-Koehler A. “The stigma of diseases: unequal burden, uneven decline.” Am Sociol Rev. 2023.
88(5):938-969. doi:10.1177/00031224231197436

% Goldberg DS. On Stigma & Health. The Journal of Law Medicine & Ethics. 2017;45(4):475-483.
doi:10.1177/1073110517750581

80 HIV.gov. “Understanding stigma experiences among Alaska Native/American Indian people with HIV.” Accessed
8-23-2024.

61 Link BG, Phelan JC. “Conceptualizing stigma.” Annu Rev Sociol. 2001. 27(1):363-385.
doi:10.1146/annurev.soc.27.1.363

62 Hatzenbuehler ML, Keyes KM, Hasin DS. “State-Level policies and psychiatric morbidity in lesbian, gay, and
bisexual populations.” Am J Public Health. 2009. 99(12):2275-2281. doi:10.2105/ajph.2008.153510

63 Hatzenbuehler ML, Link BG. “Introduction to the special issue on structural stigma and health.” Soc Sci Med.
2013. 103:1-6. d0i:10.1016/j.socscimed.2013.12.017

27


https://url.us.m.mimecastprotect.com/s/_bgHC82EpOc60mwZtMs0Fy8zJO?domain=dailymail.co.uk
https://url.us.m.mimecastprotect.com/s/JzvcC689n2crvRGAs6hJF5boKH?domain=independent.co.uk
https://url.us.m.mimecastprotect.com/s/rYEfC73XoOiAKrWxcBiyFornw-?domain=businessinsider.com

ASTHOReport

8 Link BG, Phelan JC. “Stigma and its public health implications.” The Lancet. 2006. 367(9509):528-529.
doi:10.1016/s0140-6736(06)68184-1

85 Rice WS, Turan B, Fletcher FE, et al. “A Mixed Methods Study of Anticipated and Experienced Stigma in Health
Care Settings Among Women Living with HIV in the United States.” AIDS Patient Care STDs. 2019. 33(4):184-195.
doi:10.1089/apc.2018.0282

% Fischer LS, Mansergh G, Lynch J, et al. “Addressing Disease-Related Stigma during Infectious disease outbreaks.”
Disaster Medicine Public Health Prep. 2019. 13(5-6):989-994. do0i:10.1017/dmp.2018.157

67 peck J, Kirk CP, Luangrath AW, et al. “Caring for the commons: using psychological ownership to enhance
stewardship behavior for public goods.” Journal Mark. 2020. 85(2):33-49. d0i:10.1177/0022242920952084

68 Bartlett B, Ainsworth J, Cunningham J, et al. “Health data stewardship: achieving trust through accountability in
health data sharing for research.” Law Innov Technol. 16(2):517-557. d0i:10.1080/17579961.2024.2392937

89 Kates OS. “What is antimicrobial stewardship?” AMA J Ethics. 2024. 26(6):E437-440.
doi:10.1001/amajethics.2024.437

70 ponce NA, Shimkhada R, Adkins-jackson PB. “Making communities more visible: equity-centered data to
achieve health equity.” Milbank Q. 2023. 101(S1):302-332. doi:10.1111/1468-0009.12605

1 Robert Wood Johnson Foundation. “Charting a course for an Equity-Centered data system.” . Accessed 9-13-2024.

72 Jagadish HV, Stoyanovich J, Howe B. “COVID-19 brings data equity challenges to the fore.” Digital Government
Research and Practice. 2021. 2(2):1-7. d0i:10.1145/3440889

73 Martin LT, Nelson C, Yeung D, et al. “The issues of interoperability and data connectedness for public health.”
Big Data. 2022. 10(S1):519-524. doi:10.1089/big.2022.0207

74 Koops BJ. “The concept of function creep.” Law Innov Technol. 2021. 13(1):29-56.
doi:10.1080/17579961.2021.1898299

7> Ada Lovelace Institute. “Participatory data stewardship.”
https://www.adalovelaceinstitute.org/report/participatory-data-stewardship. Accessed 9-13-2024.

76 Garrison NA. “Genomic justice for Native Americans.” Sci Technol Human Values. 2012. 38(2):201-223.
doi:10.1177/0162243912470009

77 National Library of Medicine. “Data Sovereignty.” https://www.nnlm.gov/guides/data-glossary/data-
sovereignty. Accessed 9-13-2024.

78 Rhodes KL, Echo-Hawk A, Lewis JP, et al. “Centering data sovereignty, tribal values, and practices for equity in
American Indian and Alaska native public health systems.” Public Health Rep. 2023. 139(1_suppl):10S-15S.
doi:10.1177/00333549231199477

72 Carroll SR, Rodriguez-Lonebear D, Martinez A. “Indigenous Data Governance: Strategies from United States
Native Nations.” Data Sci J. 2019. 18(1):31. doi:10.5334/dsj-2019-031

80 Garrison NA, Hudson M, Ballantyne LL, et al. “Genomic research through an Indigenous lens: Understanding the
expectations.” Annu Rev Genomics Hum Genet. 2019. 20(1):495-517. doi:10.1146/annurev-genom-083118-015434

81 Blacksher E, Hiratsuka VY, Blanchard JW, et al. “Deliberations with American Indian and Alaska Native People
about the Ethics of Genomics: An Adapted Model of Deliberation Used with Three Tribal Communities in the
United States.” AJOB Empir Bioeth. 2021. 12(3):164-178. do0i:10.1080/23294515.2021.1925775

28


https://www.adalovelaceinstitute.org/report/participatory-data-stewardship
https://www.nnlm.gov/guides/data-glossary/data-sovereignty
https://www.nnlm.gov/guides/data-glossary/data-sovereignty

ASTHOReport

82 Barrett DH, Ortmann LW, Brown N, et al. “Public health research.” In: Public Health Ethics Analysis. 2016.
285-318. d0i:10.1007/978-3-319-23847-0_9

8 Carroll SR, Rodriguez-Lonebear D, Martinez A. “Indigenous Data Governance: Strategies from United States
Native Nations.” Data Sci Journal. 2019. 18(1):31. doi:10.5334/dsj-2019-031

8 Mays VM, Echo-Hawk A, Cochran SD, et al. “Data equity in American Indian/Alaska native populations:
Respecting sovereign nations’ right to meaningful and usable COVID-19 data.” Am J Public Health. 2022.
112(10):1416-1420. doi:10.2105/ajph.2022.307043

85 Ortmann LW, Barrett DH, Saenz C, et al. “Public Health Ethics: Global Cases, Practice, and Context.” 2016.
In: H. Barrett D, W. Ortmann L, Dawson A, et al., editors. Public Health Ethics: Cases Spanning the Globe [Internet].
Cham (CH): Springer; 2016. https://www.ncbi.nlm.nih.gov/books/NBK435780/

29


https://www.ncbi.nlm.nih.gov/books/NBK435780/

	Table of Contents
	Executive Summary
	Part 1
	Introduction to Wastewater Surveillance in the U.S.
	Ethics Preparedness and Infrastructure in Wastewater Surveillance
	Applied Public Health Ethics and Values
	Public Health Purpose and Public Health Value: Overarching Considerations in Wastewater Surveillance
	Community Engagement
	Ethical Analysis for Wastewater Surveillance
	Overarching Questions for Ethical Discussion and Analysis of Wastewater Surveillance Activities

	Part 2
	Privacy
	Questions for Ethical Analysis, Planning, and Decision-Making
	Stigma
	Questions for Ethical Analysis, Planning, and Decision-Making:
	Data Stewardship
	Questions for Ethical Analysis, Planning, and Decision-Making
	Wastewater Surveillance Public Health Ethics Infrastructure

	Appendices
	Appendix A: Case Studies
	Table 4: Appendix D - Additional Resources

	References



